[bookmark: Xe40bcb9b8114bfdbddab4a21afdd4c2b6a287c0]CarePlan Assurance – Generic Data Protection & Compliance Pack
This pack is designed to be applicable to all clients and includes: 1. Data Processing Agreement (DPA) 2. Website Privacy Notice 3. Data Protection Policy 4. Information Security Policy 5. Data Retention & Deletion Policy 6. Confidentiality Agreement 7. Email Template to Clients Requesting System Access

[bookmark: data-processing-agreement-dpa]1. Data Processing Agreement (DPA)
Between:
[Client] (Data Controller) and CarePlan Assurance Ltd (Data Processor)
[bookmark: purpose]1. Purpose
CarePlan Assurance will process personal and special category data on behalf of the client for the purpose of care planning, auditing, and support services.
[bookmark: data-types]2. Data Types
· Resident personal data (name, DOB, contact details)
· Special category data (health, care needs, risk assessments)
· Staff data only where required for service delivery
[bookmark: responsibilities]3. Responsibilities
[bookmark: data-controller-client-agrees-to]Data Controller ([Client]) agrees to:
· Provide lawful basis for processing
· Give written instructions for processing activities
· Maintain control over system access
[bookmark: X23e9284aaab02a793df4548fe450aa324c3032e]Data Processor (CarePlan Assurance) agrees to:
· Process data only as instructed
· Maintain confidentiality
· Implement secure access controls
· Notify any data breach within 24 hours
· Not subcontract processing without written approval
· Delete or return data after service completion
[bookmark: security-measures]4. Security Measures
· Encrypted devices
· Strong password access
· No unauthorised downloads or storage
· Secure communication channels only
[bookmark: data-retention]5. Data Retention
CarePlan Assurance will delete or return all client data within agreed timelines after service completion.
[bookmark: audit-rights]6. Audit Rights
Clients may audit CarePlan Assurance’s data-protection practices with reasonable notice.
[bookmark: termination]7. Termination
All data access will be revoked immediately upon contract termination.

[bookmark: website-privacy-notice]2. Website Privacy Notice
CarePlan Assurance Ltd Privacy Notice
[bookmark: who-we-are]1. Who We Are
CarePlan Assurance Ltd provides care planning support and consultancy services for care homes.
[bookmark: information-we-collect]2. Information We Collect
· Contact information (name, email, phone)
· Information submitted via website forms
· Professional details relating to enquiries
· No resident data is collected through the website
[bookmark: how-we-use-your-information]3. How We Use Your Information
· Responding to enquiries
· Providing services
· Improving website performance
[bookmark: lawful-basis]4. Lawful Basis
· Legitimate interests
· Contract requirement (when engaging our services)
[bookmark: sharing-data]5. Sharing Data
We do not share your data with third parties unless legally required.
[bookmark: your-rights]6. Your Rights
· Access, correction, deletion, restriction
· Right to complain to the ICO
[bookmark: data-storage]7. Data Storage
Data is stored securely within the UK.

[bookmark: data-protection-policy]3. Data Protection Policy
[bookmark: purpose-1]Purpose
To ensure CarePlan Assurance complies with UK GDPR and the Data Protection Act 2018.
[bookmark: key-principles]Key Principles
· Lawfulness, fairness, transparency
· Purpose limitation
· Data minimisation
· Accuracy
· Storage limitation
· Integrity & confidentiality
[bookmark: staff-responsibilities]Staff Responsibilities
· Complete annual GDPR training
· Follow confidentiality rules
· Report any data breaches immediately
[bookmark: data-requests]Data Requests
Handled within one month, free of charge.

[bookmark: information-security-policy]4. Information Security Policy
[bookmark: security-controls]Security Controls
· Encrypted laptops and mobile devices
· Multi-factor authentication for systems
· Unique logins for each client system
· Regular password updates
[bookmark: data-access]Data Access
· Access granted only for legitimate service delivery
· Minimum access required (least privilege)
· No unauthorised sharing or copying
[bookmark: incident-management]Incident Management
· Breaches reported within 24 hours to the client
· Record maintained in incident log

[bookmark: data-retention-deletion-policy]5. Data Retention & Deletion Policy
[bookmark: retention-periods]Retention Periods
· Resident data: deleted within agreed timelines after service completion
· Email enquiries: 12 months
· Contracts: 6 years
· Invoices: 6 years (HMRC requirement)
[bookmark: secure-deletion]Secure Deletion
· Permanent deletion from devices and storage
· Confirmation sent to clients if required

[bookmark: confidentiality-agreement]6. Confidentiality Agreement
This Agreement applies to all staff/contractors of CarePlan Assurance.
[bookmark: obligations]Obligations
· All client data must remain confidential
· No data may be shared outside the service purpose
· No screenshots, photos, or downloads without authorisation
· Information must be accessed only through authorised systems
[bookmark: duration]Duration
· [bookmark: email-template-to-clients]Applies during and after employment/contract
